IN THE CIRCUIT COURT OF COOK COUNTY, ILLINOIS .
COUNTY DEPARTMENT, CHANCERY DIVISION

ANTON POSTOLNIKOV,- )
Plaintiff, ' ; o |
V. )) Case No. 2021 CH 2636
JOHN DOE NO. 1, OWNER OF ; - Calendar 15

WWW.CHECHNYAFREE.RU; JOHN DOE NO. 2,) -

OWNER OF WWW.CLUB-TM.RU, JOHN DOE )

. 3, OWNER OF WWW.COMPROMAT.RU; JOHN )
NO. 4, OWNER OF WWW.COMPROMAT. )
GROUP; JOHN DOE NO. 5, OWNER OF )
WWW.CRIMERUSSIA.INFO; JOHN DOE NO. 6, )
OWNER OF WWW.FTTC.COM.UA, JOHN DOE )
NO. 7, OWNER OF WWW.INTERNETLITE. ) - .
ORG, JOHN DOE NO. 8, OWNER OF )
WWW.MOBILE-NEWS.NET, JOHN DOE NO. 9, )
OWNER OF WWW.NOVOSTIUA.NEWS, )
JOHN DOE NO. 10, OWNER OF )

- WWW.RENOME.INFO, JOHN DOE NO. 11, )
OWNER OF WWW.TVESTI.RU, )

DEFAULT JUDGMENT ORDER
: THIS CAUSE comihg to be heard on Plaintiff’s Mot_’ion for Default Jlldgment; the Court
being duly advised in the premises, |
" THIS COURT FINDS:
: 1. Plaintiff’s Complaint was filed on:May ‘28“,“2021' alleging defamatory gnd

4cxtortionate coﬁduc‘t by Defendants against Plaintiff by use of purportedly adverse
information published on the internet on v;/ebsit'és (;wned by'Defendants.
2. . Plaintiff is was ahd is unable to name the Defendants personally, give-nv thaf thé

. Defendants create anonymity by use of anonymous jémails and websites.

3. Beginning in 202‘1‘, Plaintiff became ,a.w‘ar»efof a Seﬁes of articles on tvhe‘interriet

‘containing false allegations against himself.-
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4 Defendant I OHN DOE NO 1 is the. owner of a websrte www chechnyafree ru’
that operates from the Russran Federat1on us1ng the regrstrar regt1me rtl and the webs1te -

,host Cloudﬂare in order to hide Defendant‘s 1dent1ty Based upon the declaratron of

o ] Rlchard Ehrenrerch submrtted to the Court the webs1te can be v1ewed ,through use of them

Intemet on computers and other electronlc devrces w1th 1nternet access in Cook County

‘A Illmors On or about March 30, 2021 Defendant JOHN DOE NO 1 publlshed an artrcle '

- .w1th the trtle "Anton Postolymkov and H1s Cr1mmal Flntech PI'O_] ects" with the false :
: allegat1on that Pla1nt1ff tendered “false statements to itaxauthorrtles, crrmrnally
o evading “payment. of Value added tax”.. and fraud in 'connection' ‘wi’th‘a failed business.” |
' The artic.lef has a title of “AHTOHi:l"IocronanKon n-ero -KpnMnHanLHme B
«d)I/IHTex HpOCT(TI:I on the websrte WWW. chechnyafree ru. The allegatrons were false and -
| Defendant J OHN DOE NO 1 knew the statements were: false when ‘made. Defendant
JOHN DOE NO. 1 acted w1th an 1ntent to harm and extort momes from Plarnt1ff
. | 5. Defendant J OHN DOE NO 2 is the owner- and operator of www.club- tmru a.
Twebsrte that operates from the Russmn Federatron usmg the reglstrar actrve ru and the
'websrte host nsl nwo. ru in order to hlde Defendant's 1dent1ty Based upon the declaratron -
“of chhard Ehrenrelch submltted to the Court the websrte can be V1ewed through use of
Er the Internet on computers and other electronlc devrces.w1th 1nternet access‘in Cook
_k ‘.County Illinois. On or about March 30, 2021 Defendant J OHN DOE NO. 2. publlshed an V‘
fartrcle on the WWW. club tmru webs1te that was substantrally the same artrcle as posted by.
| 'JOHN DOE NO 1 on the webs1te WWW. chechnyafree ru. The article- has a trtle of |
4. “AHTOH HocronLHHKOB 1 €T0 KpI/IMI/IHaJIBHLIe (anTex-npoeKTLI on club tm. ru. The -

allegatlons in the artlcle were false and Defendant J OHN DOE NO 2 knew the
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statements were false when made. Defendant JOHN DOE NO. 2 acted with an intent to
harm and extort monies from Plaintiff.

6. Defendant DOE NO. 3 is the owner and operator of www.crompromat.group, a
website operating in the Russian Federation using the registrar TLD Registrar Solutions
Ltd. based in Hong Kong, People's Republic of China, and the website Cloudfare in order
to hide Defendant's identity. Based upon the declaration of Richard Ehrenreich submitted
to the Court, the v&;ebsite can be viewed through use of the Internet on comiputers énd
other electronic devices with internet access in Cook County Illinois. On or about March
30, 2021, Defendant JOHN DOE NO. 3 published an article on the

Www.cromproinat. group website that was substantially the same article as posted by
JOHN DQE NO. 1 on the website www.chechnyafree.ru. The article has a web address of
https://compromat.group/main/economics/4 1273—anton-postolnikov-i-ego—kriminalnye-ﬁ
nteh-proekty.html. The allegations in the article were false, and Defendant JOHN DOE
NO. 3 knew the statements were false when made. Defendant J OHN DOE NO. 3 acted
with an intent to harm and extort monies from Plaintiff.

7. Defendant JOHN DOE NO. 4 is the owner and operator of
WWW.COMPROMAT.RU a website operating from the Russian Federation using the
registrar regru.ru and the website host nic.ru in order to hide Defendant’s identity. Based
upon the declaration of Richard Ehrenreich submitted to the Court, the website can be
viewed through use of the Internet on computers and other electronic devices with

" internet ;dccess in Cook County Illinois. ~ On March 30, 2021, Defendant JOHN DOE

NO. 4 published on that website the same article as published by JOHN DOE NO. 3. The

Page 3 of 13


http://www.crompromat.group
http://www.crompromat.group
http://www.chechnyafree.ru
https://compromat.group/main/economics/41273-anton-postolnikov-i-ego-kriminalnye-fi
http://WWW.COMPROMAT.ru
regru.ru
nic.ru

article has a web address of Poncreennuxu Anekcanpa CMHPHOBA XOPOIIO YCTPOUIKCH.
- Komnpomar.Py / Compromat.Ru.

The allegations in the article were false, and Defendant JOHN DOE NO. 4 knew the statements
were false when made. Defendant JOHN DOE NO. 4 acted with an intent to harm and extort
monies from Plaintiff. /

8. Defendant JOHN DOE NO. 5, OWNER OF WWW.CRIMERUSSIA.INFO
operates said website from the Russian Federation using the registrar Cloud Group Ltd.
and the website host Cloudfare in order to hide Defendant’s identity. Based upon the
declaration of Richard Ehrenreich submitted to the Court, the website can be viewed
through use of the Internet on computers and other electronic devices with internet access
in Cook County Illinois.  On or about »March 30, 2021, Defendant JOHN DOE NO. 5
published an article on that website stating that Anton Postolnikov was on an
"international Wanted list" for "a criminal case" and that he was a "fraﬁdster" and had
engaged in tax evasion amount to tens of millions of rubles.A The article had a web
address of BEIBIIHI 3aMecTHTEND MUHHCTpA I0CTUIINM Astexcasip CMUpPHOB OBLI
npukpeiTHeM - [Ipectynras Poccus. The statements in the article were false, and
Defendant JOHN DOE NO.A 5 knew the statements were false when made. Defendant
JOHN DOE NO. 5, acted with an intent to harm and extort monies from Plaintiff.

9. Defendant JOHN DOE NO. 6, OWNER OF WWW.FTTC.COM.USA operates
said website from Ukraine using the registrar ua.ﬁic.au and the website host Cloudfare in
order to hide Defendant’s identity. Based upon the declaration of Richard Ehrenreich
submitted to the Court, the website can be viewed through use of the Internet on

computers and other electronic devices with internet access in Cook County Illinois. On
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March 23, 2021, Defendant JOHN DOE NO. 6 published an article stating that Anton
Postolnikov “hides from the Russian authorities in America” for operating a company
which “either did not pay money for cars, or paid only a part, but received a VAT refund
in the sum of 1 1 million rubles,” that Postolnikov was "wanted for fraud" and that "for
fraud and other machinations Postelnikov faces up to 15 years in prison." The article has
a web address of
http://www.fttc.com.ua/2021/03/postolnikov-anton-aleksandrovich-bezhal-ot-ugolovki-za
—afery—v—rf—skryvshis—v—kalifofnii/. The statements in the article‘were false, and
Defendant JOHN DOE NO. 6 knew the.statements were false v;fhen made. Defendant
JOHN DOE NO. 6 acted with an intent to harm and extort monies from Plaintiff.

10.  Defendant JOHN DOE NO. 7, OWNER OF WWW.INTERNETELITE.ORG
‘operates said website from Ukraine using the registrar Epic.Inc. and the website host
Cloudfare in order to hide Defendant’s identity. Based upon the declaration of Richard
Ehreﬁreich submitted to the Court, the website can be viewed thfough use of the Internet
on computers and other electronic devices with internet access in Cook County Illinois.
On about March 23, 2021, JOHN DOE NO. 7 published an article in which it was alleged
that Anton Postolnikov was “wanted for fraud,” and that that in operating a car rental
company “Postehlikov did not pay money for them, or paid only a part - he received from
the state a VAT refund of 11 million rubles,” and that Postolnikov “in Russia he faces up
to 15 years.” The article can be found at
https://internetelite.org/nsk/sudimyj-anton-postolnikov-i-tuchnye-pastbishha-rossii-poche

mu-aferisty-lyubyat-rodinu.html The statements were false, and Defendant JOHN DOE
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NO. 7 knew the statements were false when made. Defendant JOHN DOE NO. 7 acted
with an intent to harm and exéort monies from Plaintiff. \ |

11. 7 Defendant JOHN DOE NO. 8, OWNER OF WWW.MOBILE-NEWS.NET
operates said website from Ukraine using the registrar namecheap.com and the website
host Cloudfare in order to hide Defendant’s identity. Based upon the declaration of
Richard Ehrenreich submitted to the Court, the Weiasite can be viewed through use of the
Internet on computers and other electronic devices with internet access in Cook County
Illinois. On or about March 23, 2021, JOHN DOE NO. 8 published an article in which
it was alleged that Anton Postolnikov was "wanted for fraud,” and that that in operating a
car rental company Postolnikov “did not pay money for them, or paid only a part he
received from the state a VAT refund of 11 million rubles,” and that Postolnikov “faces
up to 15 years.” The article can be found at

https://mobile-news.net/critic/ anton-postolnikov-skrylsya—v;ssha-ot-fyuremno go-sroka-v-
rf-istoriya-plemyannika-eks-zamministra-yusticzii-smirnova.html. The statements were
false, and Defendant J OHN DOE NO. 8, knew the statements were false when made.
Defendant JOHN DOE NO. 8, acted with an intent to harm and extort monies from |
Plaintiff.

12. Defendant JOHN DOE NO. 9, OWNER OF WWW.NOVOSTIUA.NEWS
- operates said website from Ukraine using the registrar Name.com Inc. and the website
host Name.com Inc. in order to hide Defendant’s identity. Based upon the declaration of
Richard Ehrenreich submitted to the Court, the website can be viewed through use of the
Internet on computers and other electronic devices with internet access in Cook County

Illinois.  On or about March 23, 2021, .JOHN DOE NO. 9 published an article in which
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: 1t was alle;ged‘that Anton’ Pov’stoln.ilgoy.was v"wanted, for ffaﬁd,”’ and had ﬂed Russia to
 avoid arrest on,c’riminal charges. The article was_.published at ckom,k‘o pragI y Pocemn
MomeHHme .c6e>x<aBInm}i l‘B CLLIA ‘neéioﬁsﬁngoa AHrOH' AneKcaninOBnq' - dpeL
_'mormpyIOT l{onocrﬂon nopTaJI NOVOSTIUAl news. The. allegatlons in the artlcle were |
J"'false and Defendant JOHN DOE NO 9- knew the statements were false when made

.Defendant JOHN DOE NO 9 acted w1th an 1ntent to harm and extort momes from

- ) &Plamtlff

13. Defendant J OHN DOE NO ll OWNER OF WWW TIVESTI RU operates said - _'
: wehs1te from the Russ1an« Federatlon' usrng the regrstrar rl 0._14_-ru~,and the website host |
- jino.ru 1n order_'to hi‘deD‘efendant:’s .identity. Dased upon‘the declaratiOn of Richard a
o ‘Ehrenreich"submi,tted toith"e Court, the website vcan.’be yiewed throuéh use. of the lnternet -

f : f'on computers and other electronlc dev1ces w1th mternet access in Cook County Ilhnors

h - Ori or about January 29, 2021 JOHN DOE NO 11 pubhshed an artlcle in whlch it was

) alleged that Anton Postolmkov escaped to Amerlca from a huge prlson term in Russia”
o .> and that that in operatmg acar rental company Postolnlkov “did not pay money for them o

| . or pald only a part he recelved from the state a VAT refund of 11 m1111on rubles ” The

o artlcle was publlshed at

https //tvestr ru/plemranmk—byvshego zammmlstra-ustlcn-rf-anton-postolnlkov sbejal V-§

S sha—ot—ogromnogo turemnogo sroka-v—rossn hitml. The statements were false; and

S Defendant J OHN DOE NO.11 knew the statements were false when made Defendant
’ J OHN DOE NO 11 acted w1th an mtent to ham and extort monles from Plalntlff
4 In May 2021 Plalntlff was mformed by emarl that removal of the artrcles frorn

the websites "on a commer01al ba51s was posslble Upon further 1nqu1ry wrth the emarl
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sender, Plaintiff was informed that a payment of money was required to obtain removal

of the articles.

15.  Based upon similarities in phrasing and content, which is at times identical across

the articles, the articles complained of have in common source acting with the intent to

extort monies from the Plaintiff in return for removal of the articles.
JURISDICTION

This Court finds personal jurisdiction over the claims made.

Under the Illinois long-arm statute, the conduct of a tortious act in Illinois creates
personal jurisdiction for claims based upon that act. 735 ILCS 5/2-209(2). The Cburt finds that
the publication was purposeful towards residenfs of Illinois. Plaintiff does business in Illinois
and the Defendants have published the offending articles attacking Plaintiff’s business reputation
on websites available in Illinois and they sought to extort Plaintiff in e_:xchange for their removal.
Defendants had reason to know that the harm they created from the published articles would be
~ felt in [linois, and therefore, jurisdiction in Illindis is proper. When a defendant purposefully
causes the reading of defamatory material in Illinois, the author submits to personal jurisdiction
of an Illinois court. See, e.g., Wesly v. Nat'l Hemophilia Found., 2020 IL App (3d) 170569, 439
1. Dec. 481, 148 N.E.3d 221 (emails) and cases cited therein.

Given that Defendants engaged in a worldwide scheme against Plaintiff, and Plaintiff
does business in Cook County, this Court cannot find that the publication within Cook County
was “rahdom, isolated, or fortuitous”.and instead must find that it was purposeful in effecting the
scheme.. The assertion of personal jurisdiction is proper.

SERVICE
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In an Order dated Aug.us-t}277 iolzi-thivs*acburt‘ granted -servfce by Aemail ‘and publication o
g1ven the anonyrnrty practrced by Defendants from forergn countrres That Order is adopted in- A
"ﬁall Plamt1ff has submrtted sufﬁcrent evrdence of servrce by pubhcatlon and by ema1l The |

" Court finds that the Defendants have been served and personal _]urlsdlctlon exrsts over the

S Defendant.» | | | »

‘Jub(iMEnT' -

Default Judgment is granted m favor of Plamt1ff agamst all Defendants on- Count II of
the Complalnt allegrng Defamatlon per se. Plalntlff has estabhshed the defendants made false
statements concermng the Plamtlff that there was an unprlvrleged pubhcatlon of the defamatory
'»statements toa th1rd party by the Defendants and that the Plamtlff was damaged

Counts I and III of the Complalnt are’ voluntarrly dlsmlssed

RELIEF
Dlaintiff has demonstra'ted'aright to mjunctrve relief. To be entitled to a'permanent " o

1n]unctron a party must demonstrate Da clear and ascertamable rrght in need.of protectlon (2) .

- that he or she will suffer 1rreparable harm if the 1nJunct10n is not granted (3) that no adequate

: remedy at law exrsts Vaughn V. Czty ofCarbondale 2016 1L 119181 9 44, 50 N.E. 3d 643, 652
) _In the case at bar, Plarntlff has a protectable interest in belng free of defamatron practrced as an
| V_mtegral part of an ongomg extortlon scheme Plarntlff will contlnue to suffer 1rreparable harm.

. gh;loss of reputat1on customers loss of goodwrll loss of bus1ness contacts from the defamatlon and : I

_ further because Defendants are actmg in a contmumg pattem » See R.L. Polk & Co V. Ryan

- ‘ 296 Ill App. 3d 132 142 694 N E 2d 1027 1034 (4th Dist. 1998) Plamtlff has demonstrated

‘ that he has no remedy at law—his desrre is forthe defamatlon to stop,,not to seek .damages, The

- reliefofa permanent injunction is therefore appropriate.
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UPON THESE FINDINGS, THE COﬁRT ENTERS JUDGMENT AS FOLLOWS:
. A default judgment is entered against Defendants JOHN DOE NO. 1, OWNER OF
WWW.CHECHNYAFREE.RU; JOHN DOE NO. 2, OWNER OF WWW.CLUB-TM.RU,
JOHN DOE 3, OWNER OF WWW.COMPROMAT.RU; JOHN NO. 4, OWNER OF
WWW.COMPROMAT. GROUP; JOHN DOE NO. 5, OWNER OF

| - WWW.CRIMERUSSIA.INFO; JOHN DOE NO. 6, OWNER OF
WWW.FTTVC.COM.UA, JOHN DOE NO. 7, OWNER OF
WWW.INTERNETLITE.ORG, JOHN DOE NO. 8, OWNER OF
WWW.MOBILE-NEWS.NET, JOHN DOE NO. 9, >OWNER OF -
WWW.NOVOSTIUA.NEWS, AND JOHN DOE NO. 11, OWNER OF
WWW.TVESTIRU on Count II of the Complaint.

. Defendant JOHN DOE NO. 1, is hereby enjoined from further puBlication of the article
“AnTOH ITOCTOIPHUKOB ¥ €I0 KPUMHUHAIBHBIE «PUHTEX-IIPOEKTH” on the website
www.chechnyafree.ru or By any other means. Defendant JOHN DOE NO. 1, is further
enjoined from publishing future articles containing the same false statements that have
been determined to constitute defamation that are identified in the Complaint.

. Defendant J OﬁN DOE NO. 2, is hereby enjoined from further publication of the article
with the title of “AnTon [ToCTONRHUKOB M €r0 KPHMHUHAIBHbIE «(DPUHTEX-TIPOSKTH”
publishéd on club-tm.ru or by any other means. Defendant JOHN DOE NO. 2 is further
enj oined from publishing future articles containing the same false statements that have
been determined to constitute defamation that are identified in the Complaint.

. Defendant JOHN DOE NO. 3, is heréby enjoined from further publication of the article

with a web address of
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https:’//eompr(‘)mat.group/mafn/eeonomicsf4f273—"anton-postdlniko‘v,—i-ego—krirninalnye-f;l
nteh—proekty html on the websrte WWW. compromat group or by any other meansv
- Defendant J OHN DOE NO 3is further enJ orned from pubhshmg future articles

_ containing the same false statements that have been ;deterrnrned to 'eenstltute defarnation“
that are 1dent1ﬁed in the Complalnt | | |
4, Defendant J OHN DOE NO. 4 is hereby enj omed from further pubhcatlon of the artlcle ’ "
with a web address of
: httPSZ/_/CO‘r‘npromat.group/rriai-n/econ’ofnfkcs/4i‘1273—anten-"-postoln,ikoy'-.i-eg'o-k“rinrinalnye—ﬁ ‘
nteh-proekty.htrnf' on the website www.ebrnnrbmat.fgroup or. by an'y.dother means. -
: Defendant J OﬁN DOENO 4, js further_' enj oined frorn_ publishjng :future —articleS B
: containing,thesame false statements that have beendete_rmfned to censtitute defamation
that are identified in the Complamt |
. Defendant J OHN DOE NO 5 is hereby enJ orned from further pubhcatlon of the art1c1e
w1th aweb address of BHBmIm 3aMeCTHTENb MHHPICTpa rocmunn AJICKcaHJIp CMPIpHOB
Ob1T l'IpI/IKpBITI/IeMF_V-V A_HpeCTyHHz_Iﬂ P_occwron the Websrt_e, www.crrmrussra.lnfo or by any
‘other means. Defendant'J OHN DOE NO 5; is -further enjo_ined fron.i publishing future
articles containing the sarne false staterrrents that hav'e been determined te» censtitute -
defarnation that are identiﬁed in 'the Combla»int _ | |
Defendant J OHN DOE NO 6, is hereby enjorned from further pubhcatlon of the artlcle

. w1th a web address of ' B
http 1w, fttc com. ua/2021/03/postoln1kov-anton aleksandrov1ch—bezhal—ot—ugolovkr aa
-afery—v rf-skryvshrs V- kahfornn/ on the websrte www.fttc. com or by any other r means. -

Defendant JOHN DOE NQ. ‘_6, is further enj omed from publrshrng future articles
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* . containing the same false statements that have been”deterr’nined to constitute defamation‘ o
~ that are 1dent1ﬁed in the Complalnt

- 7. Defendant J OHN DOE NO 7 is hereby enj orned from further publrcatlon of the artlcle o

w1th a Web address of

https //1nternete11te org/nsk/sudlmyj anton-postoln1kov-1 tuchnye-pastb1shha-rossn-poche;
mu- afertsty-lyubyat rod1nu html - on the webs1te WWW. 1nternete11te org or by any other
| means. Defendant J OHN DOE NO.17,1s. further enjomed from pubhshlng future artlcles

contalnlng the same false statements that have been determlned to constltute defarnat1on ‘

i -

. that are 1dent1f1ed in the Complamt

. Defendant J OHN DOENO. 8, is hereby enJomed from further pubhcatlon of the article -
with a-web. address of = - o
ht_tps://mobile-news;net/critfe/antonfnestolnikdv—shrylsya-v-s:sha-.o‘t-tyurernno'go—sroka-v-f
rf-istoriya-p1emyannika--ﬂeksQzamministra-yustieZiiasmimova htrnl on the web‘s'ite
_' WWW. rnoblle -news. net or by any other means Defendant JOHN DOE NO 8, is further ’
enjomed from publlshmg future artlcles contalnlng the sarne false staternents that have
| been determmed to constltute defamatlon that are 1dent1ﬁed in the Cdmplarnt
. Defendant J OHN DOE NO 9,18 hereby enjo 01ned from further pubhcatron of the article |
with a Web address of CKOJIBKO praJI y Poccnn MOWICHHUK c6ex<aBmP1H B CHIA
. HOCTOJIBHI/IKOB AHTOH AJIeKcaanOBnq untbpmr mompyror HeBdcrHon opTan
NDVOSTIUA nevvs on the webs1te WWW. novostiua. news or by any other means.

B Defendant J OHN DOE NO 9, is. further enjorned from pubhshlng future artlcles

L contarmng the same false statements that have been deterrruned to constrtute defamation -

that are 1dent1f1ed in the Complalnt Defendant J OHN DOE NO 11 is hereby enJ01ned
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from further publication of the article with a web address of
https://tvesti.ru/plemiannik-byvshego-zamminis;tra-usticii—rf—anton-postolnikov-sbej al-v-s
sha-ot—ogromnogo-turemnogb-sroka—v—rossii.html on the website www.tivesti.ru or by
any other means. Defendant JOHN DOE NO. 11'is further enjoinéd from publishing
future articles éontéining the same false statements that have been determined to
consfitute defamation that are identified in the Complaint.

10. This is a final order disposing of the case.

.\\:Kﬁﬁge Anna M. Loftus, No. 2102
. C;\(C,\)

Anthony J. Peraica & Associates, Ltd.
Attorneys for Plaintiff

5130 S. Archer Avenue

Chicago, IL. 60632

773-735-1700

Attorney No.: 54011

support@peraica.com
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